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ABSTRACT

With the widespread adoption of digital learning environ-
ments, learning support utilizing log data collected from
Learning Management Systems (LMS) has garnered signif-
icant attention. However, many conventional learning ana-
lytics rely on aggregated metrics such as total study time or
the number of accesses, thereby failing to capture complex
temporal dynamics, such as the sequential context of learn-
ing behaviors. In this study, we propose an unsupervised
anomaly detection method that extracts atypical behaviors
that deviate from standard learning patterns using students’
behavior stream data. Specifically, we use a Transformer
Encoder to generate contextualized embedding vectors from
the time-series sequences of learning behaviors, and apply
an Isolation Forest to detect anomalous behaviors without
incurring labeling costs. Experimental results using actual
university learning log data confirmed that the majority of
the detected anomalous behaviors were immediate exits (i.e.,
merely opening and closing materials) lacking the context
of page transitions. While these anomalous behaviors were
predominantly observed among low-performing students (F
and D grades), approximately 30% of the logs classified as
anomalous belonged to high-performing students (A grades).
Atypical behaviors extracted through unsupervised anomaly
detection suggest the inclusion of not only indications of
learning deficiencies, such as immediate exits, but also ad-
vanced learning strategies adopted by high-performing stu-
dents, such as the concurrent study of multiple materials
and the marking of crucial sections.
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1. INTRODUCTION

The widespread adoption of digital learning environments
has led to increased interest in learning analytics utilizing log
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data collected from Learning Management Systems (LMS).
Many conventional analyses have relied on aggregated met-
rics, such as access frequency and total learning time, which
fail to capture complex temporal dynamics, including the
sequential context of learning behaviors. For example, even
with the same number of actions, the learning process of a
student who rapidly skips through pages differs fundamen-
tally from that of a student who occasionally returns to re-
view previous content. To address this issue, we propose an
unsupervised anomaly detection method that considers the
context of learning behaviors. In educational data, clearly
defining what constitutes effective or ineffective learning and
manually labeling such data entails substantial labor and
computational costs. Furthermore, supervised learning car-
ries the risk of overlooking unknown learning strategies that
do not fit into predefined categories. Therefore, we adopted
an approach that establishes the standard learning behav-
iors exhibited by the majority of students as a baseline and
detects anomalous behaviors deviating from this norm in an
unsupervised manner. Specifically, we use a Transformer
Encoder [9] to convert temporal sequences into feature vec-
tors that retain contextual information, and then detect
anomalous behavior patterns using an Isolation Forest [6].
The main contributions of this study are as follows:

e Context-aware feature extraction: We proposed an em-
bedding method that captures the structure of tempo-
ral behavior sequences by combining Inverse Document
Frequency (IDF) weighting based on action frequency
with a Masked Language Modeling (MLM) task.

e Construction of an unsupervised anomaly detection
pipeline: We built a framework that eliminates the
costs and biases associated with labeling, directly ex-
tracting distinctive behaviors from behavioral stream
data.

experiments using actual university learning logs, we
demonstrated that the proposed method can accurately
extract not only a lack of learning, such as immediate
exits, but also advanced learning strategies employed
by high-performing students.

2. RELATED WORK

In Educational Data Mining, analyses utilizing learning be-
havior logs are actively being conducted. Kohama et al.
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proposed a method for predicting academic performance by
representing the occurrence counts of actions within digital
materials as histogram features [5]. While this method is ef-
fective in capturing overall grade trends, it relies on the mere
aggregation of actions, leading to the loss of sequential and
contextual specificities of learning. Recently, sequence mod-
eling using Transformer architectures has gained significant
traction in EDM. For instance, models such as Self-Attentive
Knowledge Tracing (SAKT) [8] and SAINT [1] have suc-
cessfully applied attention mechanisms to model complex
dependencies in student interaction sequences. While these
models excel in processing sequential data, they are primar-
ily designed for supervised tasks, such as predicting correct-
ness or final grades. Consequently, they require substantial
labeled data and risk overlooking novel or atypical learn-
ing strategies that fall outside predefined categories. On the
other hand, as an attempt at anomaly detection consider-
ing sequential context, Jiang et al. proposed an approach
that models sequential data using self-supervised learning
and detects anomalous learning behaviors based on the pre-
diction error of the next action [4]. However, because this
method relies on unidirectional prediction from the past to
the future, it is limited by its inability to fully capture bidi-
rectional dependencies of preceding and succeeding actions.
To resolve these issues, this study proposes an anomaly de-
tection approach that extracts unknown, atypical learning
patterns in an unsupervised manner using an Isolation For-
est, while simultaneously preserving the contextual informa-
tion of the action sequences through the use of a Transformer
Encoder.

3. PROPOSED METHOD

The proposed method consists of three components: training
an embedding model via an MLM task, generating vector
representations of behavior patterns by averaging the vector
representations of individual actions, and detecting action
sequences containing anomalous behaviors using an Isolation
Forest. An overview of the proposed method is shown in
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Figure 1: Overview of the proposed method.

3.1 Training the Embedding Model via MLM
Task

A Transformer Encoder is utilized to acquire vector rep-
resentations that capture contextual information from the
time-series data of learning behaviors. During training, a
Masked Language Modeling (MLM) task was employed to
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account for the relationships with preceding and succeed-
ing actions. Within the learning behavior logs serving as
training data, a significant imbalance exists between actions
that are frequently performed by many students and those
that occur rarely. Because it is crucial to consider not only
the simple frequency of occurrence but also how common
an action generally is, this method adopts Inverse Docu-
ment Frequency (IDF)a metric focusing on the proportion
of students who performed the action as a weight for the loss
function. Building upon the architecture of BERT-Base [2],
the model maps each discrete action into a dense continuous
space. The embedding dimension was set to 768, following
the standard configuration of BERT-Base, to preserve suf-
ficient representational capacity for modeling complex be-
havioral patterns. This allows the model to learn structural
dependencies, such as in what sequence or context a certain
action is likely to occur, factoring in the specificity of the
learning behavior rather than relying solely on raw action
frequencies.

3.2 Generation of Behavior Pattern Vector Rep-

resentations via Averaging

The Transformer Encoder, optimized through the MLM task,
is used to extract features from the learning behavior se-
quences targeted for anomaly detection. Each learner’s se-
quence of actions is fed into the model to obtain contextu-
alized vector representations for the individual actions con-
stituting the sequence. Subsequently, the obtained vector
representations of each action are averaged over the length
of the action sequence. Through this process, a fixed-length
vector representing the entire sequence of learning behavior
patterns is generated while preserving the context of individ-
ual actions. This enables the comparison and evaluation of
diverse action sequences of varying lengths within a unified
feature space.

3.3 Construction of the Isolation Forest

An Isolation Forest, an unsupervised anomaly detection al-
gorithm based on decision trees, is applied to the generated
averaged behavior vectors. During the construction phase,
the data is recursively partitioned into two by randomly se-
lecting a feature and a split point randomly determined be-
tween its maximum and minimum values. By repeating this
process, numerous decision trees are constructed to form the
forest.

3.4 Anomaly Detection Based on Path Length

Using the constructed Isolation Forest, the anomaly score for
each behavior sequence is calculated based on the average
path length required for the data point to become isolated
in a leaf node. The anomaly score is defined by Equation

(1).

_EM(=)
c(n)

(1)
Here, z is the data point, h(z) is the path length required
for data x to reach a leaf node, E(h(z)) is the average path
length across all decision trees, and c¢(n) is the average path
length for a dataset of size n. Normal data require many
splits to be isolated, whereas anomalous data are isolated
with fewer splits, generally resulting in shorter path lengths.
This property is leveraged to detect anomalous behaviors.

s(xz,n) =2



Table 1: Results of anomaly detection.

Grade Distributi
Result Count | Ratio [%] | Avg. Actions rade Distribution [%]
A B C D F
Normal 1,389 94.9 152.2 387 271 198 9.8 4.6
Anomalous 74 5.1 30.6 284 16.2 23.0 21.6 10.8

4. EVALUATION EXPERIMENTS

In this experiment, an Isolation Forest was applied to the
feature vectors generated by the proposed method to cal-
culate the anomaly score of each action sequence. Subse-
quently, the top 5% of the calculated anomaly scores were
extracted as anomalous action sequences.

4.1 Datasets
In this study, we used learning behavior log data from 1,446

students, collected via the learning management system BookRoll

[7, 3] during lectures conducted at Kyushu University be-
tween the 2019 and 2022 academic years. The data consists
of seven courses, labeled A through G, which vary in lecture
content and instructors. For the experiment, the log data
was restricted to activities occurring within lecture hours,
and was divided into training data (data up to the 2021
academic year) and evaluation data (data from the 2022 aca-
demic year). The logs contain detailed records of learning
operations, such as user IDs, operation types, and operation
timestamps. Among all operations, NEXT accounts for ap-
proximately 61% and PREV for about 27%, meaning these
two page transition operations alone constitute nearly 90%
of the total.

4.2 Experimental Results

Table 1 presents the results of the anomaly detection. In
the evaluation data, while the average number of actions for
normal data was approximately 152.2, the anomalous data
averaged only 30.6 actions, confirming a significant tendency
for fewer actions in the latter group. Examining the grade
distribution, the anomalous data group exhibited a higher
proportion of F and D grades. Conversely, students with
an A grade also accounted for nearly 30% (28.4%) of the
anomalous data. This is likely because the detection cap-
tured weeks where students exhibited atypical behavior pat-
terns differing from standard learning behaviors, or weeks
where the number of actions significantly decreased due to
extremely short study times caused by arriving late or leav-
ing early.

4.3 Ablation Study on IDF Weighting

To verify the effectiveness of IDF weighting, we compared
the anomaly detection results with a model that does not
use IDF (the baseline). Table 2 shows the anomaly detection
results without IDF. Compared to Table 1, while no major
differences were observed between the presence and absence
of IDF in terms of the total number of detections or the av-
erage number of actions, the proposed method incorporating
IDF showed a slight tendency to improve the detection rate
of students in the lower academic tiers (F and D grades).
Furthermore, approximately 75% (55 instances) of the ex-
tracted anomalous data were common to both models, and
these were primarily data with an extremely low number of
actions, such as immediate exits.
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Table 2: Anomaly detection results without IDF weighting
(baseline).

srade Distributi %

Result Count | Ratio (%] | Avg. Actions Grade Distribution [%]
A B C D F
Normal 1393 95.2 151.9 38.6 271 19.7 99 47
Anomalous 70 4.8 30.7 28.6 17.1 25.7 200 86
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Figure 2: Anomaly score distribution.

5. ANALYSIS AND DISCUSSION

Based on the experimental results from the previous sec-
tion, we present a detailed analysis of the behavior histories
classified as anomalous.

5.1 Qualitative Evaluation by Clustering

To qualitatively evaluate the characteristics of the features
generated by the proposed method, we visualized the dis-
tribution of the averaged behavior vectors. We employed
t-SNE as a visualization method to compress the high di-
mensional feature space into a two-dimensional plane. For
clustering, we utilized the k-means algorithm and set the
number of clusters to 14. Figure 2 shows the anomaly score
distribution of the generated averaged behavior vectors, and
Figure 3 shows the results of clustering and color-coding each
action sequence. From Figure 2, it is evident that data with
high anomaly scores are densely concentrated at the edge of
the feature space, forming an independent region. Correlat-
ing this region with the clustering results in Figure 3 revealed
that it corresponds to a specific cluster primarily consist-
ing of actions like OPEN (opening materials) and CLOSE
(closing materials), accompanied by a low total number of
actions. This indicates behaviors where the student imme-
diately exited without reading the content after accessing
the system. Furthermore, because these sequences lack the
context of page transitions commonly seen among most stu-
dents, they are isolated in the feature space and are thus
considered to have been classified as anomalous. In contrast,
the region corresponding to normal data was confirmed to
represent typical learning behavior sequences characterized
by a high number of actions and frequent page transitions,
predominantly NEXT. Here, to confirm the effectiveness of
the IDF weighting described in Section 4.3, we compare our
findings with the clustering results of the baseline (Figure 4).
As shown in Figure 4, in the baseline, sequences primarily
consisting of OPEN and CLOSE are mixed within the same
cluster, grouped together simply as the opening and closing
of materials. In contrast, in the proposed method (Figure 3),
these are placed in distinct clusters, indicating that the dif-
ferences between each operation are captured more clearly.



® Cluster 1
Cluster 2
Cluster 3

® Cluster4

® Cluster5
Cluster 6
Cluster 7
® Cluster8
Cluster 9
Cluster 10
Cluster 11
Cluster 12

40

Low action count /
Mainly OPEN

20

.&—

Low action count /
Mainly OPEN & CLOSE (Mixed)

20 :
Low action count / .
Mainly OPEN A R -

P ¢ Cluster 13
—a0 e ;,' o ! Cluster 14

Figure 3: Clustering re- Figure 4: Clustering re-
sults of the proposed sults of the baseline.
method.

Table 3: Comparison of operations between the top 5 and
lowest 5 anomaly sequences.

OPEN CLOSE NEXT PREV

Top 5 anomalies 3 4 1 0

Lowest 5 anomaly scores 14 10 601 206

5.2 Comparison of Operations between Anoma-

lous and Normal Data

To clarify the specific breakdown of anomalous behaviors,
we compared the constituent operations and total action
counts of the top 5 anomaly sequences and the sequences
with the lowest 5 anomaly scores (Table 3). The top 5 se-
quences exhibited an extremely low number of operations;
while OPEN occurred 3 times and CLOSE 4 times, the pri-
mary page transition operations NEXT and PREV occurred
only 1 and 0 times, respectively. This indicates instances of
closing materials without reading or sessions ending immedi-
ately, demonstrating that the sheer lack of learning behavior
is successfully detected as anomalous. On the other hand,
the sequences with the lowest 5 anomaly scores involved over
800 total operations, with NEXT (601 times) and PREV
(206 times) accounting for the vast majority. The ratio of
NEXT to PREV is approximately 3:1, suggesting a steady
learning pattern of advancing through the material and oc-
casionally returning to review. Stable learning sessions are
also evident, with OPEN and CLOSE occurring more than
10 times each. These results demonstrate that the proposed
method distinguishes sequences based not merely on quan-
titative differences, but structurally on the presence or ab-
sence of continuous learning behaviors involving NEXT and
PREV.

5.3 Analysis of High-Performing Students in
the Abnormal Group

As shown in the previous sections, the majority of anomalous
behaviors consist of immediate exits. However, among the
A-grade data classified as anomalous, there are exceptional
cases featuring a high number of operations. To elucidate
this specificity, we extracted the operational breakdowns of
A-grade students who recorded 100 or more operations (Ta-
ble 4). Table 4 reveals that these are distinct learning be-
haviors entirely different from simple exits. A specific stu-
dent (ID: D-2022_U89) stood out with 23 material open-
ings and closings and 303 page transitions, strongly sug-
gesting comparative learning by frequently navigating back
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Table 4: Operational breakdown of A-grade students classi-
fied as anomalous with 100 or more operations.

Student 1D Page Transition Marker Bookmark Memo Handwritten Memo
D-2022_U89 23 303 0 0 0 0 326 v v
D-2022_U68 7 16 84 5 23 1 166 v v
D-2022_U14 2 44 62 0 5 0 113 v
D-2022_U47 2 35 70 0 0 0 107 v

Open/Close Total | Baseline Proposed

and forth between multiple materials. The other three stu-
dents demonstrated a high frequency of operations related
to markers and memos relative to their page transitions, in-
dicating a meticulous study style of remaining on specific
pages to organize important sections. While normal data is
predominantly characterized by continuous page transitions,
these anomalous instances represent behaviors distinct from
standard browsing, such as the concurrent study of multiple
materials and the extensive marking or note-taking of criti-
cal sections. Here, when compared with the baseline detec-
tion results, it is evident that the proposed method captures
more of these distinctive behaviors of high-performing stu-
dents. Specifically, while the baseline detected only two of
these students (D-2022_U89 and D-2022_U68), the proposed
method successfully detected all four, including those uti-
lizing markers and memos (D-2022_U14 and D-2022_U47).
This outcome proves that the proposed method can detect
not only a simple lack of learning but also the advanced
learning behaviors adopted by high-performing students.

6. CONCLUSION

In this study, we proposed and evaluated an unsupervised
framework for anomalous behavior detection using context-
aware behavioral features and an Isolation Forest. Experi-
mental results demonstrated that anomalous data frequently
lacked context due to immediate exits and contained a high
percentage of F and D grades, whereas normal data involved
continuous page transitions and contained a high percentage
of A grades. Detailed analysis suggested that continuous
learning actions involving page transitions, the concurrent
study of multiple materials, and the marking or note-taking
of important sections are advanced behaviors that contribute
to academic improvement. Future research will focus on de-
veloping more sophisticated anomaly detection methods by
incorporating temporal information, such as page stay time,
to capture qualitative differences in browsing behavior.
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